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Learning Objectives
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w ldentify key internal controls over significant
transaction processes, specifically around
revenues/receipts and
expenses/disbursements

w Discern between manual controls and
automated controls

w Understandhow data analytics can be used to
automate reconciliation processes and assist |
iIdentifying anomalies to investigate further

@ We promise to know you and helfo you.
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Types of Occupational Fraud
Definitions

w Occupational Fraud can be broken down into three
main categories:

¢ Corruptionschemes, in which an employee misuses his or her
influence in a business transaction in a way that violates his or
her duty to the employer in order to gain a direct or indirect
benefit (e.g., schemes involving bribery or conflicts of interest)
Financial statement fraudchemes, in which an employee
intentionally causes a misstatement or omission of material
AYVTF2NNEGAZ2Y Ay GKS 2NBIFYAT L
recording fictitious revenues, understating reported expenses or
artificially inflating reported assets)

¢ Asset misappropriatioachemes, in which an employee steals or
YAadzaSa GKS 2NHIFIYAT FGA2y Qa NI
cash, false billing schemes or inflated expense reports)

@ We promise to know you and helfo you.
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Occupational Fraud Tree

Flz. 4 Occupational Fraud and Abuse Classification System (the Fraud Tree)®

Asset Misappropriation Financial Statement Frawd
=
Extorth
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Occupational Fraud by Category

=. 3 How is occupational frawd committed?

Frequency — ‘-
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Who Commits Fraud (All Industries)?

L
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w Male or female?
w Over 40 or under 40?
w Employees, managers, or executives?

w What was the most common position
held by the fraudster?

w High school graduate and some college,
o0l OKSt 2 NDRa& -RBBNB ST
degree?

@ We promise to know you and helfo you.

[ 4



Multiple Choice Question #1

w Who perpetrated fraud more
frequently, according to the 2018
ACFE Report to the Nations?

¢ A. Males
¢ B. Females

@ We promise to know you and helfo you.
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FIG. 30 How does the perpetrator’s
gender relate to occupational fraud?

%
I |
Wale Female

@ We promise to know you and helfo you.

©2018 Clifton:

FERCENT OF CASES

w
w
2
=
2
a
I
= 52,000




t SNLIS{O NI 2 NDa

©2018 CIiftotémAnen LLP

Figure 79: Gender of Perpetrator—Frequency

202
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Who Commits Fraud (All Industries)?ig

«-Male-orfemale?
w Over 40 or under 40?
w Employees, managers, or executives?

w What was the most common position
held by the fraudster?

w High school graduate and some college,
o0l OKSt 2 NDRa& -RBBNB ST
degree?
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Multiple Choice Question #2

w Who perpetrated fraud more
frequently, according to the 2018
ACFE Report to the Nations?

c A <26
¢ B. 3640
¢ C. 4145
¢ D. 4650
¢ E. >65

We promise to know you and helfo you.
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FIG. 33 How does the perpetrator’s age relate to occupational fraud?
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FPERCENT OF CASES
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Who Commits Fraud (All Industries)?

L
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w Employees, managers, or executives?

w What was the most common position
held by the fraudster?

@ We promise to know you and helfo you.
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Multiple Choice Question #3

w Who perpetrated fraud more
frequently, according to the 2018
ACFE Report to the Nations?

¢ A Employees
¢ B. Managers
¢ C. Owners

@ We promise to know you and helfo you.
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FIG. 32 How does gender distribution and median loss vary based on

the perpetrator’s level of authority?
6%
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Who Commits Fraud (All Industries)?ig

w What was the most common position
held by the fraudster?

@ We promise to know you and helfo you.
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Multiple Choice Question #4

w What was the most common position -
of the fraudster,according to the 2018
ACFE Report to the Nations?

¢ A.Accounting
¢ B.IT
¢ CHR
¢ E Operations
¢ F. Purchasing

We promise to know you and helfo you.



Fraud by Position

Department* Percent of cases Median loss

§ 212,000
$ 88,000
$ 90,000
$729,000
$ 26,000
$ 91,000
$ 71.000
$ 156,000
§ 153,000
$ 175,000
$200,000
$225,000
$ 80,000
$200,000
$ 76,000

©2018 CliftonLarsonAllen LLP

Sakas

Customer service
Administrative support
Othes

Anance

Purchasing

Facllities and maintenance
Warenousnginventory
miormation techinology
Marketing/pubiic reiations
Manufacturing and production
Human resources
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“Doporimends with fowor 80 foo axes wow ooiiod
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Fraud Detection

Figure 23: Detection Method by Region—
United States

Detection Method Percent of Cases

Tip 31.0%
Manzzement Feview 14.3%
Intermal Auwdit 14.1%
By Accident 1.7%
Account Reconcliation 6.1%
Oeher LR
Dhocament Examination 45%
External Audis a0
Moiified by Law Enforcement
Sarveillance/Monisoring 1.59%
IT Controls
Caonfession 1.2%
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Prevalence in Local Government

Flz. 12 What types of organizations are victimized by
occupational fraud?
7%
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FI&. 132 What levels of government are victimized
by cccupational fraud?

Mational 38% Local 31%
L {52060, DN L] [$92.0007)

- State/provinciak 26% Other: 4%
§STI0L000T) 58,0007
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Case Study #1APayroll Manual

Process

w Personnel Action Forms (PAFs) are
manually completed by the employee,
signed by his/her supervisor and hand
delivered to HR/Benefits Department, who

©2018 CliftonLarsonAllen LLP

enters the updates into the payroll system

w Finance & Payroll employees also have
access to make pay rate and other status
changes as a backup when necessary

@ We promise to know you and helfo you.
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Case Study #1APayroll Manual

Process

w Manual timesheets are prepared by all hourly
employees and approved by applicable
supervisors. Vacation leave forms are also
prepared by all employees (both exempt and

©2018 CliftonLarso

non-exempt) and contain supervisory review
and approval

w Timesheets and leave slips are hand delivered
to Finance where payroll technicians enter the
iInformation into the payroll system

@ We promise to know you and helfo you.
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Case Study 1A Payroll Manual

Process

w When all necessary information is entered -
for a given pay period, payroll is processed b
the Payroll Analyst, and a pay register is
printed and provided to the Payroll Manager,
who physically signs the pay register,
authorizing its release

w Payroll entries are then posted by the Payroll
Analyst, and employees are paid by either
direct deposit or manual check

@ We promise to know you and helfo you.
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Case Study #18Payroll Automated

Process

w All employee status changes are initiated by
the employee through the HR module of the
SyuaArdeQa 9wt aegaasy |
member; pay rate changes also approved by
supervisor via workflow before submission

w Each pay period, HR module interfaces with
Payroll/Financial module; exception report is
generated and reviewed by Payroll and
HR/Benefits team members

©2018 CliftonLarso
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Case Study #18Payroll Automated

Process

w Hourly employees enter their time and all
employees enter PTO hours in electronic
timekeeping system, which automatically interfaces
with PayrolIModule of ERP system

©2018 CliftonLarso

CAYS]TSSLIAY3I aeaiasSy ogAaff
pay to be processed unless it is approved
electronically by designated reviewer; Payroll
Manager acknowledged that payroll technician will
review and approve time as a last resort and will
obtain documentation of approval (i.e. email from
reviewer) after the fact

@ We promise to know you and helfo you.
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Case Study #18Payroll Automated

Process

w Payroll Dept. runs a report comparing hours by
employee per timekeeping system to hours by
employee per Payroll Module for each pay group
and signs off electronically within a step in the
Payroll Module that the reconciliation has been
performed with no outstanding exceptions

Payroll processing is an entirely automated process
Including generating a sdfifalancing journal entry

to post into the system and sending a notification

of any errors that may be encountered during
payroll processing

©2018 CliftonLarso

@ We promise to know you and helfo you.
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Case Study #4 Payroll

Disbursements
w Any weaknesses in internal controls in Scena
1A or 1B?

w Would the auditor test controls differently
under Scenario 1A versus 1B?

@].8 CliftonLarso

w Any payroll and benefits reconciliations or
verification procedures currently being
performed at your local government entity
that are timeconsuming or ineffective? Or are
not being performed but should be?

@ We promise to know you and helfo you.
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Case Study #2AP-Card Manual Process

8 CliftonLarsonAllen LLP

w Cardholders print monthly statement and staple receipts:
to statements and fill out approval form (collectively
GOFNRK2f RSNJ LJ Ol 3Sé0o
Each cardholder package hand delivered to department
director who signs off on approval form

Each department routes all cardholder packages for all
employees in the department (including directors) to
Finance to enter transactions in the accounting system

@ We promise to know you and helfo you.



Case Study #28P-Card Automated Process

w

w

@
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/| F NRK2f RSNAR KI @&rdlagpliod8idndo
verify all purchase transactions

Payment Request Form submitted electronically with
OF NRK2f RSNEQ Yz2yukKte aoly
to Approving Official for review and signature of approval

A/P Processing team receives paperwork and verifies
0NJ yal O A 2-gai applitatian land be@f@msLJ
second review of Payment Request Form and supporting
documentation

P-card application file imported automatically into
accounting system every 15 minutes

We promise to know you and helfo you.
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Case Study #2 P-card

Disbursements
w Any weaknesses in internal controls in Scena
2A or 2B?

w Would the auditor test controls differently
under Scenario 2A versus 2B?

@].8 CliftonLarso

w Any pcard reconciliations or verification
procedures currently being performed at your
local government entity that are time
consuming or ineffective? Or are not being
performed but should be?

@ We promise to know you and helfo you.
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Case Study #3ACustomer Credits &
Adjustments Manual Process

w

w

@

©2018 CliftonLarsonAllen LLP

All staff within the department have the ability to make
an adjustment to a customer balance when necessary

When the need arises, employee will make adjustment
within the system and print the screen showing the
adjustment and attach explanation and other relevant
backup to support the reason for the adjustment

¢KS R20dzyYSyidal A2y A& LX I O
review and approval (evidenced by initials and date) and
1SLIN Ay | F2ft RSNJAYy | OO2N
retention policy

We promise to know you and helfo you.



Case Study #3BCustomer Credits &
Adjustments Automated Process

w Only authorized individuals can initiate adjustments

@

©2018 CliftonLarsonAllen LLP

within the system; supervisory personnel have
authorization to approve adjustments but cannot
initiate

An adjustment will not be formally entered into the
system until the initiation and review process are
completed via workflow

Memo field must be completed with explanation of
adjustment before initiation process can be
completed; system also allows for attachments to be
added if other backup documentation is needed

We promise to know you and helfo you.
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Case Study #8 Recording Customer

Adjustments
w Any weaknesses in internal controls in Scenario
3A or 3B?

w Would the auditor test controls differently under
Scenario 3A versus 3B?

w Any void, refund, adjustment transaction
reconciliations or verification procedures
currently being performed at your local
government entity that are time&onsuming or
Ineffective? Or are not being performed but
should be?

©2018 CliftonLarso
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[ 4



CLA Qutsourced Servicedata Analysis

Alr[1roa RIEGE lylrteaada G22ta GKI
weekly, monthly, quarterly, annually) reconciliation procedures

A Traditional practice has been to utilize pivot tables and other
macros in Excel to combine, disaggregate, and reconcile data

A The larger the data set and more complex the objectives of the
reconciliation, the more complicated and tine®nsuming the
exercise can be

A Looking for more efficient ways to streamline your
reconciliation process without the need for excessive file
manipulation and obtain results in a hurry? CLA can help using
sophisticated data analytics tools.

IDEA

Data Analysis Software

©2018 CliftonLarsonAllen LLP

VERSION TEN

| ©CaseWara IDEA Inc. Al rights reserved. V

@ We promise to know you and helfo you.



CLA Outsourced Serviceinterim and Project Roles

AD2@QiG OFyQid 2N R2SayQi ySSR i
A Will take a while to hire the permanent employee
A Can be for fultime onsite for several months or years

©2018 ClmgnLarsonAllen LLP

Personnel change

Maternity leave or other medical leave
Terminated or sudden exit of employe¢
Succession planning

Peak Workload

Monthly or quarterly financial close
Yearend assistance
Audit and/or budget preparation

Other major changes

New capital projects
System implementation

@ We promise to know you and helfo you.



Information Security Services

Information Security offered as specialized service offer
for over 20years

U Penetration Testing and Vulnerability Assessment
U IT/Cyber security risk assessments

U IT audit anccompliance
i NISTPCIDSSCJISetcX

U Incident response and forensics
U Security awareness training

U Independent securitgonsulting

U Internal auditsupport

http://www.claconnect.com/services/informatiossecurity#Resources

sX=gftonLarsonAllen LLP
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Cybersecurity Protection

POLITICS | NATIONAL SECURITY

More U.S. Cities Brace for ‘Inevitable’
Hackers

Majority of top 25 U.S. cities have, or are looking to buy, eybersecurity

insurance

©2018 CliftonLarsonAllen LLP

Houston has three $10 million cyberinsurance policies from different insurers. PHOTO: LOREN
ELLIOTT/GETTY IMAGES

By Scott Calvert and Jon Kamp
Updated Sept. 4, 2018 5:20 p.m. ET

Hackers are constantly probing for “the one flaw overlooked” in Houston’s computer
networks, the official responsible for safeguarding the fourth-largest U.S. city’s system
said.

“Compromise is inevitable,” said Christopher Mitchell, chief information security official,
at a Houston City Council hearing last month. His presentation helped persuade local
lawmakers they needed a $30 million cybersecurity insurance plan with a $471,400

an le of a burgeoning trend across the country. Policies vary, but
Wi .o .

a1 T e
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Multiple Choice Question #5

Vd

w2 KFEGdG Aa | GeLAOlf
response when faced with threats
from criminals in a hostage situation?

©2018 CliftonLarso

CAD 2SS R2Yy Q0 SOSNI ySH
Never. Never. Never.
¢. ® 2SQff IALBS GKSY
ask nicely.
¢ C. We will give In to their demands if there
are no other options available.
@ We promise o naw ou and help yo.
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Is This The Right Answer?
GIVE ME WHAT | WAN....

©2018 CliftonLarso

WE DON'T NEGOTIATE WITH
TERRORISTS . .. . ...

@ We promise to know you and helfo you.
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Any Questions?

Thank you for your participation.
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Internet of Things loT)
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Other — 45 comments

13 loT Devices as Proxies for Cybercrime

©2018 CliftonLarsonAllen LLP

Multiple stories published here over the past few weeks have examined the disruptive power
of hacked “Internet of Things” (IoT) devices such as routers, IP cameras and digital video
recorders. This post looks at how crooks are using hacked IoT devices as proxies to hide their
true location online as they engage in a variety of other types of cybercriminal activity —
from frequenting underground forums to credit card and tax refund fraud.

Recentl), ] heard from a cybersecurity researcher who’d created a virtual “honeypot”
igned to simulate hackable IoT devices. The source, who asked to remain

anonymous, said his honeypot soon began seeing traffic destined for Asus and Linksys
routers running default credentials. When he examined what that traffic was designed to do,
he found his honeypot systems were being told to download a piece of malware from a
destination on the Web.

@ We promise to know you and helfo you.



