
WEALTH ADVISORY  |  OUTSOURCING  |  AUDIT, TAX, AND CONSULTING

Investment advisory services are offered through CliftonLarsonAllen Wealth Advisors, LLC, 
an SEC-registered investment advisor
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The Intersection of Data Analytics, Automated Controls, and Fraud 
Prevention & Detection

By: Andrew Laflin
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Learning Objectives

ω Identify key internal controls over significant 
transaction processes, specifically around 
revenues/receipts and 
expenses/disbursements

ωDiscern between manual controls and 
automated controls

ωUnderstand how data analytics can be used to 
automate reconciliation processes and assist in 
identifying anomalies to investigate further
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Types of Occupational Fraud -
Definitions
ω Occupational Fraud can be broken down into three 

main categories:
ς Corruption schemes, in which an employee misuses his or her 

influence in a business transaction in a way that violates his or 
her duty to the employer in order to gain a direct or indirect 
benefit (e.g., schemes involving bribery or conflicts of interest)

ς Financial statement fraud schemes, in which an employee 
intentionally causes a misstatement or omission of material 
ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŦƛƴŀƴŎƛŀƭ ǊŜǇƻǊǘǎ όŜΦƎΦΣ 
recording fictitious revenues, understating reported expenses or 
artificially inflating reported assets)

ς Asset misappropriation schemes, in which an employee steals or 
ƳƛǎǳǎŜǎ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǊŜǎƻǳǊŎŜǎ όŜΦƎΦΣ ǘƘŜŦǘ ƻŦ ŎƻƳǇŀƴȅ 
cash, false billing schemes or inflated expense reports)
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Occupational Fraud Tree
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Occupational Fraud by Category -
Frequency
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Who Commits Fraud (All Industries)?

ωMale or female?

ωOver 40 or under 40?

ωEmployees, managers, or executives?

ωWhat was the most common position 
held by the fraudster?

ωHigh school graduate and some college, 
ōŀŎƘŜƭƻǊΩǎ ŘŜƎǊŜŜΣ ƻǊ Ǉƻǎǘ-graduate 
degree?



©
2

0
1

8
 C

lif
to

n
L

a
rs

o
n
A

lle
n
 L

L
P

Multiple Choice Question #1

ωWho perpetrated fraud more 
frequently, according to the 2018 
ACFE Report to the Nations?

ςA. Males

ςB. Females
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!ƴǎǿŜǊΥ tŜǊǇŜǘǊŀǘƻǊΩǎ DŜƴŘŜǊ
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tŜǊǇŜǘǊŀǘƻǊΩǎ DŜƴŘŜǊ
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Who Commits Fraud (All Industries)?

ωMale or female?

ωOver 40 or under 40?

ωEmployees, managers, or executives?

ωWhat was the most common position 
held by the fraudster?

ωHigh school graduate and some college, 
ōŀŎƘŜƭƻǊΩǎ ŘŜƎǊŜŜΣ ƻǊ Ǉƻǎǘ-graduate 
degree?
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Multiple Choice Question #2

ωWho perpetrated fraud more 
frequently, according to the 2018 
ACFE Report to the Nations?

ςA. <26

ςB. 36-40

ςC. 41-45

ςD. 46-50

ςE. >65

11
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tŜǊǇŜǘǊŀǘƻǊΩǎ !ƎŜ ςFrequency & Median Loss
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Who Commits Fraud (All Industries)?

ωMale or female?

ωOver 40 or under 40?

ωEmployees, managers, or executives?

ωWhat was the most common position 
held by the fraudster?
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Multiple Choice Question #3

ωWho perpetrated fraud more 
frequently, according to the 2018 
ACFE Report to the Nations?

ςA. Employees

ςB. Managers

ςC. Owners

14
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tŜǊǇŜǘǊŀǘƻǊΩǎ tƻǎƛǘƛƻƴ ςFrequency & Median Loss
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Who Commits Fraud (All Industries)?

ωMale or female?

ωOver 40 or under 40?

ωEmployees, managers, or executives?

ωWhat was the most common position 
held by the fraudster?
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Multiple Choice Question #4

ωWhat was the most common position 
of the fraudster, according to the 2018 
ACFE Report to the Nations?

ςA. Accounting

ςB. IT

ςC. HR

ςE. Operations

ςF. Purchasing

17
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Fraud by Position
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Fraud Detection
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Prevalence in Local Government
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Case Study #1A ςPayroll Manual 
Process
ωPersonnel Action Forms (PAFs) are 

manually completed by the employee, 
signed by his/her supervisor and hand-
delivered to HR/Benefits Department, who 
enters the updates into the payroll system

ωFinance & Payroll employees also have 
access to make pay rate and other status 
changes as a backup when necessary

21
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Case Study #1A ςPayroll Manual 
Process
ωManual timesheets are prepared by all hourly 

employees and approved by applicable 
supervisors. Vacation leave forms are also 
prepared by all employees (both exempt and 
non-exempt) and contain supervisory review 
and approval

ω Timesheets and leave slips are hand delivered 
to Finance where payroll technicians enter the 
information into the payroll system

22
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Case Study 1A ςPayroll Manual 
Process
ωWhen all necessary information is entered 

for a given pay period, payroll is processed by 
the Payroll Analyst, and a pay register is 
printed and provided to the Payroll Manager, 
who physically signs the pay register, 
authorizing its release

ωPayroll entries are then posted by the Payroll 
Analyst, and employees are paid by either 
direct deposit or manual check

23
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Case Study #1B ςPayroll Automated 
Process
ωAll employee status changes are initiated by 

the employee through the HR module of the 
ŜƴǘƛǘȅΩǎ 9wt ǎȅǎǘŜƳ ŀƴŘ ǎǳōƳƛǘǘŜŘ ōȅ Iw ǘŜŀƳ 
member; pay rate changes also approved by 
supervisor via workflow before submission

ωEach pay period, HR module interfaces with 
Payroll/Financial module; exception report is 
generated and reviewed by Payroll and 
HR/Benefits team members

24
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Case Study #1B ςPayroll Automated 
Process
ω Hourly employees enter their time and all 

employees enter PTO hours in electronic 
timekeeping system, which automatically interfaces 
with Payroll Module of ERP system

ω ¢ƛƳŜƪŜŜǇƛƴƎ ǎȅǎǘŜƳ ǿƛƭƭ ƴƻǘ ŀƭƭƻǿ ŀƴ ŜƳǇƭƻȅŜŜΩǎ 
pay to be processed unless it is approved 
electronically by designated reviewer; Payroll 
Manager acknowledged that payroll technician will 
review and approve time as a last resort and will 
obtain documentation of approval (i.e. email from 
reviewer) after the fact

25
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Case Study #1B ςPayroll Automated 
Process
ω Payroll Dept. runs a report comparing hours by 

employee per timekeeping system to hours by 
employee per Payroll Module for each pay group 
and signs off electronically within a step in the 
Payroll Module that the reconciliation has been 
performed with no outstanding exceptions

ω Payroll processing is an entirely automated process, 
including generating a self-balancing journal entry 
to post into the system and sending a notification 
of any errors that may be encountered during 
payroll processing

26
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Case Study #1 ςPayroll 
Disbursements
ωAny weaknesses in internal controls in Scenario 

1A or 1B?

ωWould the auditor test controls differently 
under Scenario 1A versus 1B?

ωAny payroll and benefits reconciliations or 
verification procedures currently being 
performed at your local government entity 
that are time-consuming or ineffective?  Or are 
not being performed but should be?

27
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Case Study #2A ςP-Card Manual Process

ω Cardholders print monthly statement and staple receipts 
to statements and fill out approval form (collectively 
άŎŀǊŘƘƻƭŘŜǊ ǇŀŎƪŀƎŜέύ 

ω Each cardholder package hand delivered to department 
director who signs off on approval form 

ω Each department routes all cardholder packages for all 
employees in the department (including directors) to 
Finance to enter transactions in the accounting system

28
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Case Study #2B ςP-Card Automated Process

ω /ŀǊŘƘƻƭŘŜǊǎ ƘŀǾŜ ŀŎŎŜǎǎ ǘƻ ōŀƴƪΩǎ t-card application to 
verify all purchase transactions

ω Payment Request Form submitted electronically with 
ŎŀǊŘƘƻƭŘŜǊǎΩ ƳƻƴǘƘƭȅ ǎŎŀƴƴŜŘ ǎǘŀǘŜƳŜƴǘǎΣ ǊŜŎŜƛǇǘǎΣ ŜǘŎΦ 
to Approving Official for review and signature of approval

ω A/P Processing team receives paperwork and verifies 
ǘǊŀƴǎŀŎǘƛƻƴǎ ƛƴ ōŀƴƪΩǎ Ǉ-card application and performs 
second review of Payment Request Form and supporting 
documentation

ω P-card application file imported automatically into 
accounting system every 15 minutes

29
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Case Study #2 ςP-card 
Disbursements
ωAny weaknesses in internal controls in Scenario 

2A or 2B?

ωWould the auditor test controls differently 
under Scenario 2A versus 2B?

ωAny p-card reconciliations or verification 
procedures currently being performed at your 
local government entity that are time-
consuming or ineffective? Or are not being 
performed but should be? 

30
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Case Study #3A ςCustomer Credits & 
Adjustments Manual Process

ω All staff within the department have the ability to make 
an adjustment to a customer balance when necessary

ω When the need arises, employee will make adjustment 
within the system and print the screen showing the 
adjustment and attach explanation and other relevant 
backup to support the reason for the adjustment

ω ¢ƘŜ ŘƻŎǳƳŜƴǘŀǘƛƻƴ ƛǎ ǇƭŀŎŜŘ ƛƴ ǘƘŜ ǎǳǇŜǊǾƛǎƻǊΩǎ ōƛƴ ŦƻǊ 
review and approval (evidenced by initials and date) and 
ƪŜǇǘ ƛƴ ŀ ŦƻƭŘŜǊ ƛƴ ŀŎŎƻǊŘŀƴŎŜ ǿƛǘƘ ŜƴǘƛǘȅΩǎ ŘƻŎǳƳŜƴǘ 
retention policy

31
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Case Study #3B ςCustomer Credits & 
Adjustments Automated Process

ω Only authorized individuals can initiate adjustments 
within the system; supervisory personnel have 
authorization to approve adjustments but cannot 
initiate

ω An adjustment will not be formally entered into the 
system until the initiation and review process are 
completed via workflow

ω Memo field must be completed with explanation of 
adjustment before initiation process can be 
completed; system also allows for attachments to be 
added if other backup documentation is needed

32
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Case Study #3 ςRecording Customer 
Adjustments
ω Any weaknesses in internal controls in Scenario 

3A or 3B?

ωWould the auditor test controls differently under 
Scenario 3A versus 3B?

ω Any void, refund, adjustment transaction 
reconciliations or verification procedures 
currently being performed at your local 
government entity that are time-consuming or 
ineffective? Or are not being performed but 
should be? 

33
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CLA Outsourced Services ςData Analysis

34

Å/[!Ωǎ Řŀǘŀ ŀƴŀƭȅǘƛŎǎ ǘƻƻƭǎ ǘƘŀǘ Ŏŀƴ ǎƛƳǇƭƛŦȅ ǇŜǊƛƻŘƛŎ όŘŀƛƭȅΣ 
weekly, monthly, quarterly, annually) reconciliation procedures 

ÅTraditional practice has been to utilize pivot tables and other 
macros in Excel to combine, disaggregate, and reconcile data

ÅThe larger the data set and more complex the objectives of the 
reconciliation, the more complicated and time-consuming the 
exercise can be

ÅLooking for more efficient ways to streamline your 
reconciliation process without the need for excessive file 
manipulation and obtain results in a hurry? CLA can help using 
sophisticated data analytics tools.
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CLA Outsourced Services - Interim and Project Roles

35

Personnel change 
Maternity leave or other medical leave
Terminated or sudden exit of employee

Succession planning

Peak Workload 
Monthly or quarterly financial close

Year-end assistance
Audit and/or budget preparation 

Other major changes
New capital projects

System implementation 

ÅDƻǾΩǘ ŎŀƴΩǘ ƻǊ ŘƻŜǎƴΩǘ ƴŜŜŘ ǘƻ ƘƛǊŜ ǇŜǊƳŀƴŜƴǘ ǊƻƭŜ ǊƛƎƘǘ ŀǿŀȅ
ÅWill take a while to hire the permanent employee
ÅCan be for full-time on-site for several months or years
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Information Security Services
Information Security offered as specialized service offering 
for over 20 years

üPenetration Testing and Vulnerability Assessment

üIT/Cyber security risk assessments

üIT audit and compliance 
üNIST, PCI-DSS, CJIS, etcΧ

üIncident response and forensics

üSecurity awareness training

üIndependent security consulting

üInternal audit support
http://www.claconnect.com/services/information-security#Resources

36
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Cybersecurity Protection

37
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Multiple Choice Question #5

ω²Ƙŀǘ ƛǎ ŀ ǘȅǇƛŎŀƭ /ƻǳƴǘȅ {ƘŜǊƛŦŦΩǎ 
response when faced with threats 
from criminals in a hostage situation?
ςAΦ ²Ŝ ŘƻƴΩǘ ŜǾŜǊ ƴŜƎƻǘƛŀǘŜ ǿƛǘƘ ǘŜǊǊƻǊƛǎǘǎΗ  

Never. Never. Never.

ς.Φ ²ŜΩƭƭ ƎƛǾŜ ǘƘŜƳ ǿƘŀǘ ǘƘŜȅ ǿŀƴǘ ƛŦ ǘƘŜȅ 
ask nicely.

ςC. We will give in to their demands if there 
are no other options available.

38
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Is This The Right Answer?

39
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Thank you for your participation. 

Any Questions?

40
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Todays Cybersecurity Risks
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wŀƛǎŜ ¸ƻǳǊ IŀƴŘ LŦΧ
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9ǾŜǊȅǘƘƛƴƎ /ŀƴ ¢ŀƭƪ ǘƻ 9ǾŜǊȅǘƘƛƴƎΧΦ

43

ω My product or 
system can talk 
to yours!

ω ¢ƘŜȅ ŀƭƭ ƘŀǾŜΧ

ω How do we 
manage that???
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Internet of Things (IoT)

44


